CYBERSECURITY AWARENESS MONTH - 2023

Scheduled Events

Oct 5t

Cyber Mixer — Focus on Cloud Security
Location: USD campus, KIPJ Theater
Time: 6 — 8:30 pm PST

Oct 12t

Title: ‘Cybersecurity Architecture’ webinar

Speaker: Mr. Marvin Marin with Booz Allen Hamilton
Zoom link: https://sandiego.zoom.us/j/94379963959
Meeting ID: 943 7996 3959

Time: 6 — 7 pm PST

Oct 19t

Title: ‘Activate the Cyber Athlete Within’ webinar
Speaker: Ms. Mansi Thakar (USD CYBN alumni)
Zoom link: https://sandiego.zoom.us/j/91999378524
Meeting ID: 919 9937 8524

Time: 6 —7 pm PST

Oct 27t
Haunting Torero Casino Night

Friday @7 pm

Gamble with fate at the 6th annual Fabulous Torero Casino Night! Ante up for games, prizes,
and mystery boxes, all supporting the Torero Student Support Fund! Costumes or cocktail attire
encouraged!

$50 - USD Students
$100 - General Admission


https://www.google.com/url?q=https://sandiego.zoom.us/j/94379963959&sa=D&source=calendar&ust=1697393422773790&usg=AOvVaw3gcZZINpVijxdiX7-7grJO
https://sandiego.zoom.us/j/91999378524

Registration link: https://securegiving.sandiego.edu/s/1374/torero/qgiving-
start.aspx?sid=1374&qid=1&pqaid=10594&cid=17387 &authkey=53%2beYfrn6ibEIkycxSI0I1

KzFTVDFL6q7PHQqrlZYfJ6VV7200%2fWzavQ%3d%3d

Oct 27— 29th

USD Spooktacular Homecoming Weekend

Registration link: https://securegiving.sandiego.edu/s/1374/torero/giving-
start.aspx?sid=1374&0id=1&pgid=10594&cid=17387&authkey=53%2beY frn6ibEIKycxSI0I1Kz

FTVDFEL6g7PHqrlZY{I6V7200%2fWzavQ%3d%3d

Suggested cybersecurity books

Incident Response Techniques for Ransomware Attacks: Understand modern ransomware
attacks and build an incident response strategy to work through them
by Oleg Skulkin | Apr 14, 2022

Women Know Cyber: 100 Fascinating Females Fighting Cybercrime
by Steve Morgan and Di Freeze | May 20, 2019

No Place to Hide: Edward Snowden, the NSA, and the U.S. Surveillance State
by Glenn Greenwald | Apr 28, 2015

Online Danger: How to Protect Yourself and Your Loved Ones From the Evil Side of the
Internet

by Dr. Eric Cole 2018

Ghost in the Wires: My Adventures as the World's Most Wanted Hacker
by Kevin Mitnick, William L. Simon , et al. | Apr 24, 2012

The Art of Invisibility: The World's Most Famous Hacker Teaches You How to Be Safe
in the Age of Big Brother and Big Data

by Kevin Mitnick | Sep 10, 2019

The Art of Intrusion: The Real Stories Behind the Exploits of Hackers, Intruders &
Deceivers
by Kevin Mitnick & William Simon | 2006

The Art of Cyberwarfare: An Investigator’s Guide to Espionage, Ransomware, and
Organized Cybercrime
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by Jon DiMaggio | Apr 26, 2022

e Unsecurity: Information Security is Failing. Breaches are Epidemic. How Can We Fix
this Broken Industry?
By Evan Francen 2019

e Unmasking the Social Engineer: The Human Element of Security
By Christopher Hadnagy, Paul F. Kelly, et al. | 2014

e Cybersecurity and Cyberwar: What Everyone Needs to Know
By P.W. Singer, Allan Friedman, et al. | 2014

e Go H*ck Yourself: A Simple Introduction to Cyber Attacks and Defense
by Bryson Payne | Jan 18, 2022

Cyber Training, Blogs & Podcasts

« AttacklQ Academy https://www.academy.attackig.com/
« Code Academy https://www.codeacademy.com/learn/learn-python
« EC Council http://www.eccouncil.org
« SANS Internet StormCenter : https://isc.sans.edu/podcast/
« Black Hills Information Security : https://podcasts.apple.com/us/podcast/black-hills-
information-security/id1410835265
ohttps://www.blackhillsinfosec.com/blog/

« Security Weekly : https://securityweekly.com/blog

« ThreatPost : https://threatpost.com/

 Lawfare : https://www.lawfareblog.com/

« Security Infowatch: https://www.securityinfowatch.com/
« Cybertalk.org/

e Team Cymru : https://www.team-cymru.com/blog

Suggested LinkedIn Followings

e Cybersecurity: Law, Policy, and Technology https://www.linkedin.com/groups/1807664/

e Cybersecurity Forum Initiative — CSFI https://www.linkedin.com/groups/1836487/

e National CyberWatch Center https://www.linkedin.com/groups/1147397/
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e San Diego ISC2 https://www.linkedin.com/groups/6581702/

e WICYS San Diego Affiliate (Women in Cybersecurity)
https://www.linkedin.com/groups/13726357/

e Journal of Cybersecurity and Privacy (JCP) MDPI https://www.linkedin.com/in/journal-
of-cybersecurity-and-privacy-jcp-mdpi-737a92167/

e Women in Security & Resilience Alliance (WISECRA)
https://www.linkedin.com/groups/8278682/

e |SSA Discussion Forum https://www.linkedin.com/groups/37008/

e |APP https://www.linkedin.com/company/iapp---international-association-of-privacy-
professionals/

e The Hacker News https://www.linkedin.com/company/thehackernews/

e MITRE https://www.linkedin.com/company/mitre/

e #offensivesecurity https://www.linkedin.com/feed/hashtag/offensivesecurity/

Cyber Career Links

e Cyber Center of Excellence (San Diego) Job Board - Https://Sdccoe.Org/Job-Board/

e National Initiative for Cybersecurity Education (NICE) — Discovering Cybersecurity
Careers https://www.nist.gov/itl/applied-cybersecurity/nice/events/cybersecurity-career-
awareness-week/discovering-cybersecurity

Protecting Your Identity
What to do if you have been compromised:

- Use IdentityTheft.gov to report it to the FTC

- Notify your financial institution or card issuer

- Consider a credit freeze by notifying all three major credit reporting agencies: Experian,
Equifax, and TransUnion
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